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Purpose Statement

This guide provides a responsible, compliance-first execution model for creating an autonomous drone
delivery service for whole blood and emergency blood products. It explains the architecture, hardware
categories, software services, Al-agent workflows, operational controls, testing sequence, and phased
implementation approach required to move from concept to pilot to regional scale. It does not replace
FAA counsel, medical director approval, blood bank SOPs, Part 135 operational certification, or
manufacturer engineering certification.
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1. Executive Summary
An autonomous blood-delivery drone network is not simply a drone with a box attached. It is a regulated
aviation operation, a medical logistics system, a cold-chain custody platform, and an Al-enabled command-
and-control environment operating under documented safety cases and medical governance.

The recommended approach is to assemble the service using certified or certifiable commercial UAS
aircraft, validated cold-chain payload modules, FAA-approved operational authority, robust command
software, and agentic Al systems that assist, monitor, document, and escalate - while keeping human
accountable operators in command for safety-critical decisions.

¢ White Claw: the mission-command AI agent responsible for intake, prioritization, routing
recommendations, checklist orchestration, compliance documentation, and executive reporting.

e Vexa Vega: the operations-intelligence Al agent responsible for live mission monitoring,
weather/airspace risk signals, cold-chain telemetry analysis, exception detection, and post-mission

quality review.

¢ Human-in-command model: Al agents recommend, validate, monitor, and document. FAA-authorized
pilots, operations managers, medical directors, and blood-bank personnel retain accountable approval

authority.

Deployment City

Initial Use Case

Primary Challenge

Recommended First Step

center logistics

urban risk, high traffic
complexity

McAllen, Texas Regional blood bank to Border-region airspace, Start with controlled
rural EMS/hospital heat, wind, rural landing VLOS/EVLOS proof-of-
corridors in the Rio zones, hospital concept and a limited
Grande Valley coordination BVLOS safety case.

Dallas, Texas High-volume hospital Dense controlled airspace, | Partner with Part
network and trauma- DFW/DAL proximity, 135/BVLOS-capable

operator and begin with
pre-approved hospital-to-
hospital corridors.

Los Angeles, California

Congested metro trauma
logistics and disaster-
response blood staging

Complex Class B airspace,
terrain/marine layer,
population density, local
public acceptance

Begin with emergency-
management and hospital
consortium pilot using
strict route/risk controls.

2. Regulatory and Governance Foundation
Before hardware or software buildout, the organization must select the legal operating model. Routine
compensated package delivery and BVLOS medical logistics require FAA approvals beyond a basic hobby
or simple Part 107 operating plan. The safest client strategy is to treat the system as an aviation-service

program with medical logistics overlays.

Regulatory Area

Execution Requirement

FAA package delivery / Part 135

Use an existing Part 135 UAS delivery partner or prepare
for the full FAA certification process, exemptions,
waivers, manuals, training, maintenance controls, and

operational proving.

BVLOS authority

Develop a documented BVLOS safety case covering
detect-and-avoid, command link reliability, lost-link
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behavior, contingency landing, route risk, and remote
pilot oversight. Monitor the proposed Part 108
framework as it matures.

Remote ID

Use aircraft that comply with Remote ID requirements
for registered UAS. Maintain aircraft registration and
operational broadcast capability.

Controlled airspace / LAANC

For Part 107-style test work under 400 feet near
controlled airports, obtain FAA airspace authorization
through LAANC or FAA processes.

Medical product handling

Validate SOPs for whole blood, red blood cells, plasma,
platelets, packaging, temperature monitoring,
acceptance/rejection criteria, and excursion response.

HIPAA / data protection

Minimize PHI in mission data, encrypt all identifiers,
restrict role access, log access, and use business associate
agreements where appropriate.

State/local EMS governance

Coordinate with EMS medical directors, hospital
transfusion services, emergency management,
city/county legal teams, landing-site owners, and local
public safety agencies.

3. Target System Architecture

Build the network as six integrated layers: aircraft, payload, communications, autonomy/control, Al-agent
operations, and medical-compliance documentation.

Layer

Core Components

Design Objective

Aircraft Layer

Commercial UAS airframe;
redundant power; avionics;
GPS/GNSS; ADS-B/electronic
conspicuity where appropriate;
Remote ID; fail-safe landing logic

Safe, certifiable, maintainable flight
platform.

Payload Layer

Validated insulated medical payload
container; tamper-evident seal;
temperature sensors;
shock/vibration sensor; chain-of-
custody barcode/RFID/QR scan

Protect blood integrity and prove
custody.

Comms Layer

Primary LTE/5G/satellite/mesh link;
secondary link; encrypted telemetry;
mission-control API; store-and-
forward data buffer

Maintain reliable command,
tracking, and telemetry.

Autonomy Layer

Route planning; geofence; detect-
and-avoid integration; weather
gating; battery modeling; landing-
zone validation; lost-link procedures

Controlled autonomy with
deterministic safety behavior.

Al-Agent Layer

White Claw; Vexa Vega; policy
engine; mission-state reasoning;
exception escalation; report
generation

Al-assisted orchestration without
replacing accountable humans.

Compliance Layer

Flight log; maintenance log; cold-
chain log; custody events; user
access audit; exception report;
quality review

Create defensible operational
records.
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4. Hardware Execution Roadmap

The recommended hardware strategy is systems integration, not garage-level aircraft construction. Use
proven commercial aircraft and certify/validate the complete aircraft-payload-mission system. Whole
blood delivery is safety-critical and public-facing; uncertified experimental design should be limited to lab
testing, not operational medical transport.

1. Define payload envelope: Confirm product type, quantity, weight, packaging volume, required
temperature range, maximum mission duration, handoff protocol, and acceptance/rejection criteria.

2. Select aircraft category: Evaluate multirotor, fixed-wing, or VTOL hybrid based on corridor distance,
landing-zone size, redundancy, wind performance, and maintenance burden.

3. Select flight controller and avionics architecture: Use commercially supported autopilot/avionics
with documented safety behavior, geofencing, logs, firmware management, and integration APIs.

4. Design payload module: Use validated medical packaging with temperature sensor, tamper seal,
unique mission ID, shock/vibration logging, and mount points tested for aircraft dynamics.

5. Design landing-zone equipment: Create marked landing pads, lighting where needed, secure
pickup/drop box or trained handler workflow, camera/sensor verification, and emergency shutoff
procedures.

6. Implement redundant telemetry: Use at least one primary and one contingency communications
path for command/telemetry and ensure the aircraft has safe behavior during degraded
communications.

7. Establish maintenance program: Create aircraft inspection cards, battery lifecycle tracking,
prop/motor inspection, firmware configuration control, payload-module cleaning, and quarantine
procedures after abnormal missions.

8. Validate integration: Conduct bench testing, payload thermal testing, vibration testing, hover/flight
testing with non-medical dummy payloads, then controlled medical-equivalent validation flights.

Hardware Decision Baseline Recommendation Reason

Airframe Commercial enterprise-grade UAS or | Reduces certification, reliability, and
certified UAS delivery partner fleet insurance risk.

Payload box Validated medical cold-chain Blood products require controlled
container, not a generic cargo box temperature and documented

condition.

Sensors Temperature, humidity, shock, Supports release decision and
vibration, door/tamper, GPS/time forensic reconstruction.
stamp

Battery/power Hot-swappable batteries with Prevents range overestimation and
lifecycle logging and minimum protects contingency margin.
reserve policy

Landing zones Controlled pads at blood bank, EMS Controls ground risk and custody
station, hospital, or emergency handoff.
staging point
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5. Software Execution Roadmap

The software platform should be built as a modular mission operating system. The autonomy system flies
and monitors the aircraft; the medical logistics system manages the blood product; the Al agents
coordinate workflow, documentation, and exception management.

9.

10.

11.

12.

13.

14.

15.

16.

Create mission intake service: Accept requests from EMS, hospital, blood bank, or emergency
management with product type, urgency, pickup point, delivery point, recipient role, and required
delivery window.

Create rules and policy engine: Encode eligibility rules: weather minimums, battery reserve, airspace
approval, landing-zone status, payload temperature constraints, staffing, and medical release
authorization.

Create route planning service: Generate candidate corridors using airspace data, terrain/obstacle
data, population risk, geofences, contingency landing zones, communications coverage, and
distance/time constraints.

Integrate aircraft telemetry: Stream position, speed, altitude, battery, link quality, flight mode,
mission state, payload sensor readings, and error codes into the mission-control dashboard.

Create chain-of-custody ledger: Record request approval, product scan, pack-out temperature, seal
ID, loading, launch, arrival, handoff identity, receipt time, and acceptance/rejection outcome.

Build Al-agent orchestration layer: Deploy White Claw and Vexa Vega as supervised Al agents with
tool permissions, escalation limits, audit trails, and human approval checkpoints.

Create alerting and escalation: Automate escalation for weather changes, lost-link events, payload
temperature excursion, route deviation, unauthorized access, landing-zone conflict, or delayed
handoff.

Create reporting and QA package: Automatically generate mission report, compliance report,
payload temperature graph, custody log, maintenance notes, and corrective-action tasks.

Software Module Key Functions Data Outputs

Mission Request API Request intake, priority code, Mission request record

product profile, location pair,
requester validation

Flight Operations Dashboard Map, telemetry, route, launch/abort Operational event log

controls, checklist status, alerts

Cold-Chain Module Temperature stream, pack-out Temperature and quality record

verification, excursion detection,
acceptance workflow

Custody Module Barcode/RFID scan, seal ID, user Chain-of-custody record

identity, handoff confirmation

Al-Agent Layer Reasoning support, checklist Agent action log and

execution, risk prompts, recommendations
documentation drafting

Data Warehouse Flight logs, mission data, cold-chain Dashboards, audits, trend reports

data, maintenance records, KPI
metrics
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6. Al-Agent Operating Model: White Claw and Vexa Vega

The system should use Al agents as operational accelerators and documentation engines. They should not
be given unbounded authority to launch aircraft, override FAA restrictions, ignore temperature

excursions, or bypass medical acceptance rules. The correct model is supervised autonomy with role-based

tools and approval gates.

Agent Primary Role Allowed Actions Human Approval
Required For
White Claw Mission command and Draft mission plan; Launch approval; route
workflow orchestration assemble checklist; approval in
recommend route; create restricted/controlled
compliance packet; notify | airspace; medical release;
stakeholders; generate emergency deviation
post-mission report decisions
Vexa Vega Live operational Monitor telemetry; analyze | Abort/recovery commands
intelligence and exception | weather/airspace/payload | where policy requires;
detection data; flag anomalies; acceptance of blood after
recommend excursion; mission
abort/hold/reroute; continuation after critical
prepare exception report fault
AI-Agent Guardrail Required Control

Identity and access

Agents operate through service accounts with least-
privilege permissions and immutable logs.

Human approval gates

Launch, abort, release, and medical acceptance decisions
require named accountable users.

No silent changes

Any route, policy, checklist, or threshold change creates
a versioned change-control event.

Explainability Agent recommendations must include reason codes:
weather, range, airspace, temperature, custody,
maintenance, staffing, or route risk.

Auditability Every agent action, tool call, generated message, and

escalation is logged with timestamp and mission ID.

7. End-to-End Mission Workflow

Step

Execution Detail

1. Request

Hospital/EMS/blood bank requests whole blood
movement through a secure portal or dispatch
integration.

2. Eligibility check

White Claw validates requester, product type, urgency,
route class, landing-zone status, and required approvals.

3. Risk assessment

Vexa Vega checks weather, airspace, battery reserve,
communications coverage, obstacle data, and mission
constraints.

4. Medical release

Blood bank staff verify unit/product, packaging,
temperature, seal ID, expiration, and custody record.

5. Mission approval

Authorized human operations lead approves or rejects
the mission plan.

6. Launch

Remote pilot/operations center executes pre-flight
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checklist and launches under approved operating
authority.

7. Live monitoring Aircraft telemetry and payload temperature stream to

the command center; agents monitor exceptions.

8. Delivery Receiving staff authenticate, scan custody ID, inspect
seal, verify temperature log, and accept or quarantine
product.

9. Closeout White Claw generates mission report; Vexa Vega

generates exception/quality review; QA approves record.

8. Testing, Validation, and Safety Case

17. Lab validation: Bench-test aircraft telemetry, payload sensors, software APIs, custody scanning, cold-
chain sensor accuracy, and alert thresholds.

18. Thermal qualification: Run pack-out tests in hot, cold, and nominal conditions. Use blood-equivalent
dummy payloads before live medical products.

19. Software simulation: Test mission workflow, no-go gates, false alerts, failed scans, failed
authentication, temperature excursion, and manual override behavior.

20. Closed-course flight testing: Fly dummy payloads over controlled sites with emergency procedures
and observer coverage.

21. Route proving: Validate each proposed corridor, communications coverage, landing zone, contingency
landing site, and aircraft performance margin.

22. Operational readiness review: FAA authority, insurance, SOPs, medical director signoff, training,
maintenance program, cybersecurity, and incident response must be in place before go-live.

Test Category Pass Criteria

Cold-chain Payload remains in validated range, sensor data is
complete, and receiving staff can determine

acceptance/quarantine.

Flight safety Aircraft maintains route constraints, handles lost link
safely, preserves battery reserve, and executes

contingency plan.

Al agents Agents detect exceptions, escalate correctly, do not

bypass gates, and produce complete audit records.

Cybersecurity Access is role-based, encryption is enabled, APIs are
authenticated, logs are immutable, and incident

response is tested.

Operations Staff complete checklists, handoffs, scans, launch

decisions, and closeout reports under time pressure.

9. City-by-City Deployment Strategy

City Phase 1 Phase 2 Phase 3

McAllen / Rio Grande Blood bank to EMS Approved corridor trials Regional network

Valley station/hospital pad proof- | with select hospitals and supporting rural access
of-concept; heat and rural | emergency management. and disaster staging.
route testing.

Dallas / North Texas Partner-led hospital Part 135/BVLOS corridor Metro-scale logistics with
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network demonstration in
lower-risk corridors.

expansion with trauma-
center integration.

multiple hubs and priority
routing.

Los Angeles / Southern
California

Emergency-management
tabletop, landing-zone
study, and limited site
trials.

Hospital/trauma corridor
demonstration under strict
risk controls.

Disaster-response blood
staging and surge support
network.

10. Step-by-Step Program Implementation Plan

Phase

Duration

Major Workstreams

Exit Gate

0. Feasibility

30-60 days

Stakeholder discovery,
regulatory pathway,
payload profile, corridor
study, cost model, partner
evaluation

Go/no-go business case

1. Design

60-90 days

System architecture, SOPs,
Al-agent design,
cybersecurity, data model,
medical QA, flight safety
case

Design review approval

2. Build

90-180 days

Aircraft/payload
integration, software
platform, Al-agent tools,
dashboards, custody
ledger, training content

Integrated system test

3. Validate

90-180 days

Dummy payload tests,
thermal validation, flight
route proving, tabletop
exercises, emergency drills

Operational readiness
review

4. Pilot

90 days

Limited missions,
controlled corridors, live
dashboards, QA closeout,
KPI review, client
reporting

Pilot acceptance report

5. Scale

Ongoing

Additional routes, fleet
expansion, maintenance
program, training
academy, disaster-
response playbooks

Regional service
agreement

11. Major Technical Challenges and Mitigations

Challenge

Mitigation

BVLOS and dense airspace

Use FAA-approved operating authority, approved
corridors, detect-and-avoid, remote pilot oversight, and

conservative go/no-go rules.

Cold-chain integrity

Use validated packaging, calibrated sensors, pack-out
SOPs, temperature alarms, and receiving

acceptance/quarantine rules.

Urban ground risk

Use fixed landing sites, route risk modeling, contingency
sites, population exposure minimization, and public
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safety coordination.

Cybersecurity and PHI Minimize PHI, encrypt data, use MFA, role-based access,
immutable logs, vendor risk review, and BAAs where
required.

Al-agent hallucination or overreach Use structured tools, hard policy gates, approval

workflows, reason codes, monitoring, and audit logs.

Weather and environment Set strict wind, precipitation, temperature, visibility,

lightning, smoke, and marine-layer rules.

Public acceptance Publish safety case, noise data, privacy posture, public

outreach, incident reporting, and community benefit
narrative.

12. Required Deliverables for a Client Launch Package

FAA regulatory pathway memo and operating model decision.

Route/corridor risk assessment for each proposed city.

Aircraft/payload technical integration package.

Cold-chain validation and blood product handling SOPs.

Al-agent governance document for White Claw and Vexa Vega.

Cybersecurity and HIPAA safeguards plan.

Training materials for dispatch, remote pilots, blood bank staff, receiving staff, and command-center
supervisors.

Emergency response and incident management plan.

Pilot KPI dashboard: response time, successful delivery rate, temperature compliance, custody
completion, mission aborts, incidents, and cost per delivery.

13. Source Notes and Current Regulatory Anchors

Key public sources reviewed for this guide include:

FAA - Package Delivery by Drone / Part 135:
https://www.faa.gov/uas/advanced_operations/package_delivery_drone

FAA - Beyond Visual Line of Sight proposed rule / Part 108 information:
https://www.faa.gov/newsroom/beyond-visual-line-sight-bvlos

Federal Register - Normalizing UAS BVLOS Operations proposed rule:
https://www.federalregister.gov/documents/2025/08/07/2025-14992/normalizing-unmanned-aircraft-
systems-beyond-visual-line-of-sight-operations

FAA - Remote ID: https://www.faa.gov/uas/getting_started/remote_id

FAA - LAANC: https://www.faa.gov/uas/getting_started/laanc

eCFR - 21 CFR 600.15, Temperatures during shipment:
https://www.ecfr.gov/current/title-21/chapter-I/subchapter-F/part-600/subpart-B/section-600.15
eCFR - 21 CFR Part 640, Additional Standards for Human Blood and Blood Products:
https://www.ecfr.gov/current/title-21/chapter-I/subchapter-F/part-640

HHS - HIPAA Security Rule summary: https://www.hhs.gov/hipaa/for-professionals/security/laws-
regulations/index.html
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Professional disclaimer: This document is a technical planning guide. It is not legal advice, FAA
certification advice, transfusion-medicine advice, or a substitute for qualified counsel, a certified UAS
operator, a medical director, a blood bank quality leader, or an FAA-approved operating authority.
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